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Foreword

(This Foreword is not apart of IEEE Std 518-1982, |EEE Guide for the Installation of Electrical Equipment to Minimize Electrical
Noise Inputs to Controllers from External Sources.)

The rapidly expanding use of computers and solid-state controllersin industry requires consideration of many factors
not previously important in the design, installation, and operation of other forms of controllers. Many portions of the
control circuits of computers and solid-state controllers designed for operation at low-energy low-voltage signal levels
are susceptible to disturbances by excessive electrical noise. Erratic controller operation may result unless suitable
precautions are taken. The following recommendations are intended as an installation guide for industrial controls
involving low-energy-level equipment to minimize electrical noise inputs from external sources.

The electrical noise guide is comprised of six sections. Sections 1 and 2 state the scope and service conditions.
Sections 3 through 5 provide the technical foundation for the recommendations given in Section 6. Section 6 is
intended to stand alone as the working section of the electrical noise guide.

At the time it approved this guide, the Industrial Control Systems Subcommittee of the Industrial Control Committee
had the following membership:

George W. Younkin, Chair

Pritindra Chowdhuri DaleH. Levisay R.M. Showers
Jim Feltner Edward J. Louma Merle R. Swinehart
Carl W. Kellenbenz John Riley James R. Wilson

Heinz M. Schlicke

The Industrial Control Systems Subcommittee had the following liaison members:

R.S. Burns P.C. Lyons F. Oettinger
L.M. Johnson F.D. Martzloff R.D. Smith
George E. Heidenreich R.M. Morris Thomas R. Thompson
J.L. Koepfinger C.H. Moser F.W. Wells
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IEEE Guide for the Installation of
Electrical Equipment to Minimize
Electrical Noise Inputs to
Controllers from External Sources

1. Scope

The purpose of this document is to develop a guide for the installation and operation of industrial controllers to
minimize the disturbing effects of electrical noise on these controllers.

2. Service Conditions

This guide is limited to techniques for the installation of controllers and control systems so that proper operation can
be achieved in the presence of electrical noise. This guide is not intended to be a guide for the internal design of
electrical controllers or for the prevention of the generation of electrical noise resulting from their operation.

3. Identification of Electrical Noise in Control Circuits

3.1 Definition of Noise (for the purpose of this guide)

electrical noise. Unwanted electrical signals, which produce undesirable effectsin the circuits of the control systems
in which they occur.

3.2 Significance of Electrical Noise

In any process under control there are at |east two variables.

Copyright © 1982 IEEE All Rights Reserved 1
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1) Thecontrolled variable is a condition or characteristic that can be measured, correlated to the process, and
subsequently controlled. The controlled variable may be temperature, pressure, liquid level, speed, or another
similar physical quantity.

2) The manipulated variable is the electrical power, energy, or material supplied to the process to keep the
process under control.

The control system includes all the devices and equipment to monitor the controlled variable and to adjust the
manipulated variable to keep the process at the desired condition.

The signal flow in a control system is shown in Fig 1. A primary element of some sort detects the condition or
magnitude of the controlled variable and produces an electrical signal. These measurement signals © are directed to
the controller, which accepts the signal, modifies or amplifies it, or does both, in relation to the constraints @ which
define the range of the controlled variable directly or indirectly. The controller output signal ® is directed to the final
control elements, which receive the signal and, in response to it, adjust the manipulated variable to maintain the
process at the desired value or within the allowable tolerance. The complexity of the controller and the associated
control system is dependent on the process characteristics.

)

PROCESS
UNDER MEASUREMENT CONTROLLER

CONTROL SIGNALS

®

CONTROLLER QUTPUT
SIGNALS

CONSTRAINTS

®

Figure 1— Signal Flow in Control System

In early control systems the controller function was performed by a person who was capable of using judgment in
maintaining the process under control. As the state of the art progressed, it was possible to design more functional
control systems so that humans could be removed from the control |oop. Therequired precisioninindustrial processes,
coupled with advances in electronic devices, has led to the development of the al-electronic solid-state controller.
These controllers, which are usually more complex, may operate at very low power levels. Electrical disturbances are
more likely to affect them because of the lower power levels. In addition to this, the system must operate at high speeds
in order to provide the required speed of response. These factors tend to make noise a more important factor in the
operation of the system.

If the definition and concept of electrical noisein control circuitsis examined, it is possible to divide the problem into
three subdivisions:

1) Sources of electrical noise (see 3.3)

2) Coupling of noise from the source to the control circuit (see 3.4)
3) Susceptibility of the control circuit to electrical noise (see 3.5)

3.3 Sources of Electrical Noise

Typical sources of electrical noise are electrical or electromechanical devices which cause or produce very rapid or
large amplitude changesin voltage or current. A partial list of the devices known to be sources of noiseis given below:

2 Copyright © 1982 IEEE All Rights Reserved
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1) Switches operating inductive loads

2) Thyristors or other semiconductors used in the switching mode
3) Waelding machines

4) Heavy current conductors

5) Fluorescent lights

6) Thyratron and ignitron tubes

7) Neonlights

There are other sources of noise which appear in a control circuit due to the method of connecting the control wires.
In general these noise sources are in series with the control signal and can be controlled by careful attention to
connections. Some of these sources are:

1) Thermal voltages between dissimilar metals
2) Chemical voltages due to electrolyte between poorly connected leads
3) Thermal noise of resistors

3.4 Coupling of Electrical Noise

If some type of electrical coupling exists between the source of the noise voltage or current and one or more wires or
elements of the control circuit, a voltage will appear in the control circuit. The four possible types of coupling are
discussed in this section. (Whether the voltage that appearsin the control circuit actually resultsin noise, asdefined in
this guide, is dependent upon the susceptibility of the control circuit; see 3.5.)

3.4.1 Common Impedance Coupling

Thistype of noise can produce problems any time two circuits share any common conductors or impedances (even in
the case of common power sources in extreme cases). Probably one of the most usual methods of common impedance
coupling is the use of long common neutral or ground wires. Figure 2 shows an example of thisin acircuit which is
described as single ended because the signal voltage appears as a voltage between a single wire and the neutral. In Fig
2 two amplifiers AR1 and AR2 are used to amplify the output of an iron-constant, an thermocouple TC. A load
operated by contact la is also associated with the circuit. The lead A-B is 50 ft of AWG No 12 wire, which has a
resistance of 1.6 Wper 1000 ft. Thus

1
|2
|
Epb
- ARI1 N AR2
- TC L ?
Vo
\ J
e 50 ft ]
(15.24 m)

Figure 2— Single-Ended Circuit with Long Common Wire
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Rag= %o x1.6 = 0.08W

If the load requires 0.5 A from the source E,, the voltage between points A and B will be
Vag=05-0.08=0.04V

Assume that the amplifier AR1 close to the thermocouple TC win amplify by 100. Thiswill mean that 0.04 V from A
to B win appear to AR2 just like a0.04/100 V (or 0.4 mV) change in the input voltage to ARL. For an iron-constantan
thermocouple this would be equivalent to a 14°F temperature change near 100°F.

When the current through the load is interrupted by contact Ia, it could change from 0.5 A to 0 in less than 1. With
thisrapid changein current inline A-B the effect of the self-inductance must also be considered. Normally inductance
is a property attached to a complete circuit, but it is possible to attach a value of inductance to teach segment making
up acircuit. Thisresultsin away of calculating the voltage induced in a portion of a circuit (such asline A-B) by a
chalnge in current in the circuit. The formulafor the self-inductance of a straight wire at high frequency is derived in
[1]*:

L = 0.002l [Ioge-zr—l —?JnH

where | isthe length of wire in centimeters and r is the radius of the conductor in centimeters. For wire A-B in Fig 2
thiswould be

| = 1524 cm
r = 0.205cm
_ 2 x1524
L= 3.05[Ioge —— -0.75}m4

= 3.05[9.6- 0.75] nH
=305-885=27nH

When the current through the load is interrupted, it could change from 0.5 A to 0 in 1.irs, and the voltage between
points A and B becomes

_ Di
= 27x10°° ><0;56 = 135 Vpesk
10”

This disturbance is over in ashort time, but it could cause trouble in a control circuit.

Many times it is possible to recognize obvious common impedance paths in a control circuit and eliminate them. A
good exampleisto use two distinct wires for each transducer feeding into a control element. However, there are other

1The numbers in brackets correspond to those of the references listed in 3.6.
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common impedance paths which are not as obvious. Some of these can be listed to present a better understanding of
this problem:

1) Common power supply

2) Inductance of capacitors at high frequency

3) Inductance of lead wires

4) Stray capacitance from the enclosure to ground

5) Inductance of bushars on the common or neutral in abuilding
6) Resistance of the earth or ground

3.4.2 Magnetic Coupling

This type of coupling is often called inductive because it is proportional to the mutual inductance between a control
circuit and a source of interference current. Its magnitude also depends upon the rate of change of the interference
current. Thistype of coupling does not depend upon any conductive coupling between the noise source and the control
circuit. Figure 3 illustrates the nature of magnetic coupling.

LOAD
T .
' B
AR1 AR2
- TC@/C ; Jl:\ ] e}
Ve Vo
¢ L

D
L— 50 ft (15.24 m) —-—l

Figure 3— Circuit Showing Magnetic Coupling

In the circuit of Fig 3 assume that an four wires, A, B, C, and D are placed in the same nonmetallic raceway with a
separation of 3 in between A and B, 6 in between B and C, and 1 in between C and D. Under these conditions the
mutual inductance between the noise-producing circuit (A and B) and the control circuit (C and D) can be calculated
from[2], p 57, eq (2-107). For the given distances

A B C D
o] o o ' 0

6 in—~>
(15.24 cm)

<1 in—
(2.54 cm)

(7.62 cm)

we have
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where | isthe length of wirein feet and d is the distance between wires (any units may be used). Thus

M, = 7020 x107° x oglo[g x'lz(-)} mH
=0.149nH

If the rate of current decay Di/Dt is 0.5 A/irs, as assumed for the example in 3.4.1, the voltage induced in the control
circuit would be

Din
VCD = Mncﬁ

=0.149 - 10 % .0.5/10°6
=0.0745V

For an amplifier gain AR1 = 100, as assumed in the example in 3.4.1, this would be equivalent to a voltage at the
thermocouple of 0.745 mV (26°F at TC).

3.4.3 Electrostatic Coupling

Thistype of coupling is often called capacitive coupling because it is proportional to the capacitance between acontrol
lead and a source of interference or noise voltage. Its magnitude depends upon the rate of change of the noise voltage
and the impedance between elements of the noise circuit and elements of the contral circuit.

The same circuit as that used to illustrate magnetic coupling can be used to illustrate electrostatic coupling (Fig 4).
However, the voltage between the wires and the capacitance is now important. The formula for the capacitance
between two parallel wiresin air is given by the following formulafrom [2], p 65, eq (2-144), modified as noted in sec
2-130:

3.68eg

C=——=R _ pFiit
loq..28S_d6

W0eq ~ 250

where d isthe diameter of the wires (0.08 in for AWG No 12), sisthe distance between wires (in the same units as d),
and 1 g isthe relative permittivity of the medium between conductors. (For this example it is sufficient to assume the
relative permittivity to be that of air, which is 1. In practice, the equivalent permittivity will be somewhere between 1
and 3, depending on the distribution and type of insulation on the wire.) For the given distances

A B C D

O O (o] Q

«6 in—
(15.24 ¢m)

-3 in—
(7.62 cm)

«~1 in—
(2.54 cm)

we have
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_ 368x50 184 _
Cap = 2000, 23% = 76.7 pF
0ep08 " 20 &
I 1a
1l A
1
= LOAD
B
= AR1 AR2
c
Ve Vo
t D o
50 ft. -
(15.24 m)
Figure 4— Circuit Showing Electrostatic Coupling
_ 3.68 x50 _ 184 _
Cac = — 5 oos 23 = 78.3pF
91060,08 ~ 18 ©
3.68 x50 _ 184 _
Cgp = — 4 oom, 2282 82.1pF
9106008 ~ 14 ©
3.68 x50 184
Cge = = = 84.6pF

212 008y 2176

191086.08 ~ 12 @
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A O

il = e

Cac

C D

C C
o ’r BC T 8D

Figure 5— Equivalent Circuit

These are the important capacitors in this case, but it must be realized that all objects have capacitance to all other
objectsresulting at timesin unexpected sneak circuits. For instance, an isolated oscilloscope used for trouble-shooting
might have a capacitance to a conducting grid in a concrete floor of 150 pF.

When interrupting the current to the load, it is possible for the voltage between lines A and B to rise to 2000 V. (This
is representative of the showering arc voltage resulting from opening a relay coil with double break contacts.) The
coupling mechanism between lines A-B and C-D is very complex, but the following simplistic analysis will illustrate
aprinciple. Assume the equivalent circuit shown in Fig 5. Using the relationship of voltage division by capacitors,

VG,
G
we have
Vo = Vag Cac*Cac
BC ™ Cgc Cac* Cac
_ 2000 78.3x84.6 _
= 846 783+8ap _ or32V
Similarly,
_ Vae Cap *Cep
BD ~ Cgp Cap * Cap
_ 2000 76.7 x82.1 _ 965.99V

T 821 767+821
and
Vep= Vep - Vae
=965.99- 961.32=4.67 V

Thus a considerable voltage can be induced in leads D and C, resulting in a voltage difference of 4.67 V at the input
to amplifier AR2. This example was chosen to illustrate a serious condition. In practice this voltage difference would
not be as great due to impedance paths to common, as explained in the following paragraph.

Copyright © 1982 IEEE All Rights Reserved
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The process of electrostatically inducing avoltage in alead wire can be summarized by the following equation (Fig 6).
For this illustration assume rms voltages.

O
L: | : CHC
Vn
Zne
VC
O I ’e)

Ve _ 1
Vo 1+1/jen Coo Zog

Figure 6—

where

V. = voltageinduced in control wire

V,, = noise voltage source

w,, = frequency of noise voltage

C,c = capacitance between noise circuit and control wire

Z,c = impedance between noise voltage reference and control signal wire

In order to keep the ratio V/V,, as low as possible, the product w,,C,,.Z,c must be kept as low as possible. Thus
anything that can be done to reduce the coupling capacity C,,. or the impedance Z,,; will be helpful. A well-grounded
shield on a control wire will do both.

3.4.4 Coupling by Electromagnetic Radiation

The voltages induced by magnetic or electrostatic induction are sometimes called near-field effects because this type
of interferenceis produced closeto interference sources. Further from the source, fields are associated with propagating
radio waves or radiation fields. In general, radio waves are produced at distances greater than 1/6 wavelength from the
source of interference. For reference purposes the following chart can be used:

Frequency 1/6 Wavelength
1 MHz 1970 in (5000 cm)
10 MHz 197 in (500 cm)
100 MHz 19.7in (50 cm)
1GHz 1.97in(5cm)

Thistype of interferenceis particularly difficult to eliminateif present, because any shielding must be 100% complete,
and any ground connection is only effective for immediately adjacent circuit elements. In most controllers thisis not
a problem. However, sources of these types of noise voltages, such as radio transmitters, high-frequency brazing
equipment, and television stations, have been known to cause noise problems in control systems. The threshold of
concern for ambient electromagnetic field strength will depend upon the level of susceptibility of the control system

Copyright © 1982 IEEE All Rights Reserved 9
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and whether it is susceptible directly to theincident continuous-wave signal, to adirect current which may be produced
by rectification of the carrier, or to audio or video modulation frequencies which may appear as a result of
demodulation in a system component. Whenever the field strength exceeds 1 V/m, adetermination of susceptibility at
the frequency of interest is advisable. This is the approximate field strength that would be produced by a 50 kW
transmitter at a distance of 1.3 km (0.8 mi) or by a5 W transmitter at 13.1 m (43 ft).

An approximation of the ambient field strength due to a known source can be calculated as

_ 0173,/P

FS 5

where

FS =field strength, in V/m
P =radiated power, in kKW
D =distance from source, in km

This equation is based on free-space propagation, and in a specific case the actual field strength may be considerably
more or less than that calculated by its use.

The coupling of electromagnetic radiation into acontrol circuit isviaany incompletely shielded conductor, which will
act as areceiving antennafor the signal. The received signal voltage will appear between the receiving conductor and
ground. If the noise cannot be eliminated at the source by proper shielding, capacitors can be used to shunt these noise
signalsto ground, in many cases without reducing the performance of the system.

3.5 Susceptibility of Control Circuits

How well a control circuit can differentiate between noise and desired signals is a measure of its susceptibility. The
susceptibility of agiven control circuit isafunction of the design of the circuit and can vary widely, even withinagiven
classof devices. In general, high-power-level systems such asrelay control systems have low susceptibility, while low-
power-level systems such as those using integrated circuits have high susceptibility.

A control circuit is sensitive to a potential difference applied between two input terminals, whether that potential be
noise voltage or auseful signal. Any voltage appearing between these input terminalsis called a nor mal-mode voltage.
Any voltage difference appearing between both terminals and some common point is called a common-mode voltage.

A major factor in the susceptibility of control and signal circuitsis their ability to reject common-mode interference.
Such interference may be introduced into a control signal circuit through inductive or capacitive coupling with the
source of interference, or through electromagnetic radiation. Common-mode conversion is the process by which
normal-mode interference is produced in a signa circuit by common-mode interference applied to the circuit. The
amount of the common-mode conversion that occurs is a function of the balance of the signal circuit, that is, the
electrical similarity (series impedance) of the two sides of the signal transmission path, and their symmetry with
respect to a common reference plane, usually ground. For best balance, the requirement for symmetry must also be
satisfied by the output of the signal source and the input of the signal receiver. These terminating impedances are
generally determined by the equipment designer, not the user. However, the susceptibility of the system due to
common-mode conversion may be reduced by judicious equipment selection and the use of balancing networks at
equipment inputs and outputs.

Single-ended amplifiers have one of the input terminals at a common potential; they are thus more sensitive to noise.
Differential amplifiers have both input terminals at some impedance level to ground. As such, any common-mode
voltage (a voltage appearing on both input terminals simultaneously) will not normally result in an output signal
(provided the impedance to noise voltage reference Z,,. is kept balanced for both input terminals). How well a

10 Copyright © 1982 IEEE All Rights Reserved
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differential amplifier rejects a common-mode voltage is usually indicated in amplifier specifications. Thus the use of
differential amplifiers is a well-known method of decreasing circuit susceptibility when proper care is used in the
design of input terminations.

Susceptibility is of concern to the user in the selection of the control system. However, once a control system has been
chosen, the principles of noise reduction are the same, although the magnitude of the problem will depend upon the
susceptibility of the chosen system. The installation of acontrol system must be made in such away that noise sources
present in the environment will not induce into the control circuit electrical signals of greater magnitude than the
susceptibility of the circuit will permit.

3.6 References
[1] GROVER, FW. Inductance Calculations. New York: Van Nostrand, 1944, p 35, eq (7).

[2] KNOWLTON, A.E., Ed. Sandard Handbook for Electrical Engineers, 8th ed. New York: McGraw-Hill Book Co,
1949.

4. Classification

4.1 Electrical Noise Classification

Noise sources are listed herein the order of their importance. Noise will be characterized by noise prints (oscillograms
of voltage and current versus time) or other data when available.

Thevoltage valueslisted in this section are intended to describe the characteristics of the particular phenomenon under
discussion. The maximum voltage values listed could be limited to smaller values in any given system by the voltage
breakdown of conductor spacing through air or over insulation surface [9] 2

4.1.1 Showering Arc

The showering arc is caused by current chopping in electrical contacts. During circuit interruption, arc current will
chop (suddenly ceaseto flow) at some value of current, which depends on the circuit constants, but is not less than the
minimum arcing current [44]. This current chopping, in association with the circuit inductance (such as relay magnets)
and shunt capacitance (such as coil self-capacitance and wiring capacitance), generates electrical noise transients,
called showering arc [51], [70], where the peak voltages are a function of the contact gap breakdown, which in turn
depends on the number and size of the contact gaps, contact material, atmosphere, and so on.

Figure 7— Showering Arc Voltage across Double Break Contacts
Interrupting 120 V AC, 60 Hz Machine Tool Magnet

2The numbersin brackets correspond to those of the references listed in 4.6.
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4.1.1.1 Electromagnetic Current Interruption

Typical noise prints, taken from [67], are shown in Figs 7-9 and in the following text. Each transient is unique.
However, typical values of characteristics are as follows:

dv/dt (rise) up to 1000 V/ns
dv/dt (fall) > 10 000 V/ns
(In[54] thefall is stated to be 2 000 000—6 000 000 V/ns.)

The repetition rate isup to 2 MHz. The duration isup to 1 ms during contact break, but will also occur during contact
bounce on contact make.

Typical voltage peaks for a120 V magnet are

1000V for 1 contact gap in air

1500 V for 2 contact gapsin air

2500 V for 4 contact gapsin air

17000 V for | contact gap in vacuum
Typical voltage peaks for a 600 V magnet are 5600 V for 4 contact gapsin air
See 6.5.1.1 for methods for suppressing showering arc transients.

Most of the following noise sources are listed in outline form only. Information will be added as it becomes available
in suitable form.

4.1.1.2 AC Motors

4.1.1.3 DC Motor Commutator

4.1.2 Solid-State Switching Devices

Power-line voltage transients can beinitiated by switching power loads. For example, if aswitchisclosed to aresistive
load when the voltage is not zero, the current will rise to the normal value as rapidly as the circuit parameters will
permit. While this current is rising to its normal value, there will usually be a voltage transient associated with the

expression

_di
e_LdtV

where

L = circuit inductance.
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Figure 8— Upper Trace — Similar to Fig 7, but Expanded Time Scale;
Lower Trace — Current in Contacts

(Contacts connected by 100 ft, 300 Wtransmission line.)

Figure 9— Upper Trace — Similar to Fig 7, but Expanded Time Scale; Lower Trace — Voltage
Induced in Adjacent 100 ft, 300 WLine Terminated in Its Characteristic Impedance (Note 300 V peaks
coincident with Current Pulses in Fig 8.)

While solid-state switching devices are limited to switching speeds less than those for hard contacts (manufacturers
specify that the thyristor maximum permissible di/dt must initially be limited to approximately 10 A/ns), the total
effect can be very disturbing because these devices are commonly used to control power by performing switching
operations repeatedly, such as every half-cycle (commonly called phase contral).

It is difficult to produce typical noise prints because of the wide variations in inductance, capacitance, and resistance,
which affect the resultant transient due to switching; however, some examples follow.

4.1.2.1 Resistive Load

Phase control for lamp dimmers or heater control can be a source of noise. An example is shown in Figs 10-12.
4.1.2.2 Motor Load [65]

Semiconductor controlled rectifier (SCR) drives are capable of producing power-line noise. Figure 13 is a schematic
diagram of an SCR control for a dc motor. In general, current flows through the dc motor from two of the three power

lines selected by the SCRs to provide the proper motor terminal voltage. The SCR firing order is shown in the figure;
this sequence is completed each cycle.

Copyright © 1982 IEEE All Rights Reserved 13
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Figure 10— Noisy 30 A, 120 V, 60 Hz Laboratory Power Line
(The transients occurring just before voltage peak are
caused by a 20 Wresistive load phase controlled by a triac.)

Voltage

10 }Js/div —

Figure 11— Same as Fig 10, but Expanded Time Scale and High-Pass Filter
Used to Eliminate 60 Hz Voltage

Voltage
50~

0-

_50- L

-100+

2 PS/diV —_—

Figure 12— Same as Fig 11, but Further Expanded Time Scale to Show
High-Frequency Ringing

2 (|3 FIRING
ORDER
1,6,2,
4,3,5
b +
M>
c >
48 V POWER ¢ > 4
SOURCE
TRANSFORMER REACTANCE

Figure 13— Three-Phase Full-Wave Rectifier Motor Control Power Circuits
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The noise is produced when the current flowing in one line must suddenly stop and this same current must suddenly
be established in another line. For example, assume that SCRs 1 and 6 have fired and are carrying the motor current,
and now itistimefor SCR 2 to fire and transfer the current from line A to line B. Thelines have inductance preventing
sudden changes in current, and so SCRs 1 and 2 are both conducting (short-circuited together) until this transfer is
compl eted.

Figure 14 shows an oscillogram of the voltage ab going to zero asthistransfer takes place. This phenomenon is called
line notching. The notches are not as wide at reduced current, as shown in Fig 15. These noise prints were made on a
400 A line which had power factor correction capacitors on the power transformer secondary, resulting in avery small
source impedance power system. For this reason the drive reactors were included as part of the source impedance to
demonstrate line notching. In normal operation this 50 hp drive produces line disturbance on this power system, as
shown in Fig 16.

Voltage
600~

400-
200~
0_

1 ms/div —_

Figure 14— Typical Line Notching Transients Produced by Three-Phase Full-Wave Rectifier Motor
Control

(Half-cycle of voltage ab in Fig 13 with
motor loaded to produce 50 A rmsin each ac line.)

Voltage
600

400

1 ms/div —

Figure 15— Voltage ab in Fig 13 with Motor Load Reduced to 15 A rms in Each AC Line

Voltage
600

400
200

0

1 ms/div’ _—

Figure 16— Voltage ab in Fig 13 with Motor Load to Produce 50 A rms in Each AC Line
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For a further discussion of the effects of source reactance versus feeder and load reactance, load current, and firing
angle, see[65].

Details of the line notch are shown in Figs 17 and 18. Current transfer details of the notch are illustrated in Fig 19.

Voltage
400

200

10 ps/div —_—

Figure 17— Same as Fig 14, but Expanded Time Scale to Show Notch Detail

10 Ps/div" —_—

Figure 18— Same as Fig 15, but Expanded Time Scale to Show Notch Detail

10 Ps/div —_—

Figure 19— Current Transfer from Line ato Line b during Line Notch Shown in Fig 17

(Maximum di/dt = 2.53 A/rrs; initial
di/dt = 0.156 A/rrs. Measurement
was made with two 1200/5 Weston model
327 type 2 current transformers with 4 W
resistance as secondary load.)
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4.1.2.3 Inductive Load
4.1.3 Circuit Switching

4.1.3.1 Multispeed Motors
4.1.3.2 Capacitor Banks
4.1.3.3 Transformer

4.1.3.4 Distribution Circuitry
4.1.3.5 Fluorescent Lights
4.1.4 Faults

4.1.4.1 Current-Limiting Fuses
4.1.4.2 Arcing Faults
4.1.4.3 Restrikes on Switching

4.1.5 Power-Frequency Electric and Magnetic Fields

4.1.5.1 Resistance Welding Machines
4.1.5.2 Power Lines

4.1.6 High-Frequency Narrowband Generators

4.1.6.1 Plastic Heating

4.1.6.2 Induction Heating

4.1.6.3 Diathermy

4.1.6.4 Arc Starters for Arc Welders

4.1.6.5 Radio Transmitters (Transceivers)
4.1.7 Radio-Frequency Broadband Generators

Most radio-frequency sources generate broadband noise. Of these, the characteristics of only a few have been well
documented, for example, power transmission lines, automotive ignition, and radio-frequency-stabilized arc welders.
Solid-state devices, for example, thyristors, are known to be great offendersin the generation of radio-frequency noise.
The radio-frequency characteristics of these devices have been under investigation.

The radio-frequency disturbanceis transmitted to susceptible systems by conduction through power input lines and by
radiation through space. Transmission of radio-frequency noise by radiation is complicated by the presence of
environmental radio noise, which is composed of both atmospheric and man-made sources. The environmental radio
noise varies from place to place as well asfrom time to time for the same place. Figure 20 shows the median values of
radiated radio noise for various areas [3]. Table 1 is an example of the variation of radio noise with time [63].

An example of radiated radio noise from power lines, automotive traffic, and radio-frequency-stabilized arc weldersis
shown in Fig 21 [64]. It was concluded in [64] that below 25 MHz lower voltage transmission lines and radio-
frequency-stabilized arc welders are the major incidental noise sources when the observer is within 100 ft of the
source, and that above 40 MHz automotive traffic and lower voltage transmission lines are the major radio noise
sources, with neither appearing to be consistently the greater when an observer iswithin 50 ft or less of the source.
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Figure 22— Conducted Interference for Power Conditioned Equipment
up to 100 W [35]

Figure 22 shows examples of conducted interference from solid-state-controlled consumer equipment [35]. Figure 23
shows an example of radiated radio-frequency noise from a thyristor-controlled dc propulsion system of atransit car
[31], and Fig 24 is another example of radiated radio-frequency noise from a thyristor-controlled propulsion system
[48].
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Figure 23— Radiated Peak Interference Levels from Chopper Car Running
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Table 1— Data Measured in Hybla Valley, Fairfax County, Virginia, on August 15 and August 25,

1955 [63]
Frequency Signal Level
(MHz/s) Time (MV/m) dBm/kHz)
236 Day 30 -115
Night 1 —
273 Day 60 -108
Night 1 —
291 Day 8 -129
Night 1 —
350 Day 90 - 107
Night 1 —
160 ISR EBRLLUE LR RLARI T T VYT SR BLRRLLI TTTTITT
| &
120 NOTE: MEASUREMENT SET 100 ft |
N FROM VEHICLE
g
E -
>
3
[a1]
T 80
40—
prvvd vty el 3 pveed s
0.01 0.1 1.0 10 102 1038

FREQUENCY (MHz}

o AMBIENT LEVEL-AIRTRANS DE-ENERGIZED
(ENVELOPE OF PEAK READINGS)

© CAR STATIONARY-ALL SYSTEMS POWERED

& CAR IN MOTION-ALL SYSTEMS POWERED

Figure 24— Radiated Peak Interference from AIRTRANS;
Measurement Distance 100 ft (30 m) [48]

4.1.8 Ferroresonance

4.1.9 Lightning and Electromagnetic Pulse

4.1.9.1 Lightning

An abundance of literature is available on lightning and protection against lightning of high-voltage apparatus of

electrical power systems [22], [40], [41], [68]. Although research on the lightning protection of telephone cables
started at Bell Laboratoriesin the 1940s[24] [66], interest in the effects of lightning on low-voltage systemsin general
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started only about 20 years ago, when solid-state devices, such as diodes, transistors, and thyristors, were being used
in control and communications systems.

The Telephone Association of Canada conducted afield investigation of lightning voltagesinduced in outside plant toll
facilities at ten selected sites across Canada during the 1968 and 1969 lightning seasons [ 23]. Their resultsindicate that
astandard test wave, with 1000 V peak and 10/1000 nswave shape, simulates 99.8% of thelightning surgesencountered
in paired and coaxia cables, where 10 nsis the front time of the wave and 1000 nsis the decay time to half the peak
voltage. Similarly, for open-wirecircuitsamore suitabl etest wavewith 2000 V peak amplitude and 4/200 nswave shape
isrequired to simulate 99.8% of the lightning surges.

The General Electric Company performed transient-voltage measurements on two transit systems, the Chicago Transit
Authority and the Long Island Railroad, during 1970-1972 [28]. The transient voltages were measured on the 600 V
dc third-rail systems. Although switching surges and lightning surges were not differentiated, the measurements at the
Chicago Transit Authority showed a significant increase in the number and magnitude of transient voltages during
thunderstorm periods. Transient voltages exceeding 3000 V were attributed to lightning.

International standards efforts (for example, the International Electro-technical Commission) favor the 1.2/50 mswave
shape as the standard for testing the transient-voltage withstand capability of low-voltage apparatus and systems. This
wave shape has long been the standard wave shape for impul se testing of high-voltage apparatus.

4.1.9.2 Electromagnetic Pulse [25], [38], [43], [461, [49], [52], [53]

Radiation effects of nuclear explosions have long been recognized as harmful to humans, animals, and vegetation.
However, electromagnetic pulses, although biologically harmless, can play havoc with communications, electronic,
and electrical systems by inducing current and voltage surges through electrically conducting materials. In some cases
the surges trip circuit breakers, shutting down a piece of equipment or power line. In other cases, individual
components, such as semiconductor devices, or circuits are destroyed.

The electromagnetic pulse (EMP) has three transient effects. First, a pulse of ground current flows radially from the
point of explosion. Second, a magnetic-field pulse propagates away from the point of explosion with the same vector
components as those from a vertical dipole. Third, a corresponding pulse of electric field is propagated.

Results of extensive analyses on electromagnetic pulses are available. However, actual test results are classified. When
considering the effects rather than the electromagnetic-pul se generation, one may replace the nuclear model with the
more common phenomenon of a lighting stroke, which also produces the same three components of the
electromagnetic-pulse effect. However, to make the lightning model simulate nuclear electromagnetic-pulse
magnitudes equidistant from nuclear explosions in the megaton range would assume a lightning current far greater
than has ever been measured. The electromagnetic field of lightning reaches its peak value in a few micro-seconds,
while the electromagnetic field of an electromagnetic pulse rises to peak in afew nanoseconds.

4.1.10 Static Discharge

4.1.11 Cable Noise

4.1.12 Electrical Noise Measurement

Electrical noise is measured in both the time domain and the frequency domain. Time-domain measurements are
usually performed on transient voltages and currents which are destructive to an apparatus or to a system. Freguency-
domain measurements are generally performed on electric, magnetic, and electromagnetic fields which cause
malfunction (or interference) on radio and television receivers and other electronic equipment.

Measurement of electrical noise isan extensive area, which is beyond the scope of this guide. However, for the sake of

completeness, several references are cited for both time-domain [12], [6], [61] and frequency-domain [1], [2], [7],
[13]—[15], [19] measurements.
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4.2 Electrical Noise Susceptibility Classification
4.2.1 Introduction

Electrical noiseisan unwanted voltage or current, or both, which appearsin an electrical system. Commensurate with
the characteristics of the system, electrical noise may be innocuous to the proper functioning of the system, or it may
force the system to malfunction, or it may even lead to damage and destruction.

The electromagnetic compatibility (EMC) of an electrical system isits ability to perform its specified functionsin the
presence of electrical noise generated either internally or externally by other systems. In other words, the goal of
electromagnetic compatibility isto minimize the influence of electrical noise.

Every electrical device or system has some immunity to electrical noise which is its inherent characteristic. If the
strength of the oncoming electrical noise is below the threshold level of the receiver, beit adevice or asystem, special
precaution is not necessary. However, if the strength of the electrical noiseisabove the threshold level, then techniques
need to be applied to attenuate the electrical noise to alevel below the threshold level of the receiver.

To be able to predict the degree of electromagnetic compatibility of a given system, one should know the following:

1) Characteristics of the sources of electrical noise
2) Means of transmission of electrical noise

3) Characteristics of the susceptibility of the system
4) Techniquesto attenuate electrical noise

The purpose of this section is to define the criteria of susceptibility of electrical control systems to electrical noise.
Thisdiscussion is based on [32].

4.2.2 System Boundaries
Electrical noise can reach the system through four different paths (Fig 25):

1) Power feedlines
2) Input signal lines
3) Output signa lines
4) Radiation

The susceptibility level of the system will be different for the four paths of entry of the electrical noise. Furthermore,
even for the same path of entry, the susceptibility will depend upon the type of electrical noise. For instance, for the
first three entry paths, the susceptibility will be different for common-mode noise from that for normal-mode noise.
For radiated noise the susceptibility may depend upon the type of wave—electric, magnetic, or electromagnetic.

4.2.3 Malfunction Characteristics
4.2.3.1 Nondestructive Malfunction

The primary result of a nondestructive malfunction is malfunction of the system without necessarily leading to
destruction of the control system, that is, the system stops malfunctioning and returns to normal operation after the
electrical noise is removed. For instance, an electrical noise pulse injected between the base and the emitter of a
transistor may inadvertently switch the transistor on or aft. Similarly, an electrical noise between the gate and the
cathode of athyristor may turn the thyristor on; or aforward voltage of high dv/dt may switch the thyristor on without
necessarily damaging it. As another example, an electrical noise coupled through the power supply into the amplifier
stage of an analog regulator may cause a disturbance to the controlled parameter, without any actual damage to the
regulator itself.

24 Copyright © 1982 IEEE All Rights Reserved



ELECTRICAL NOISE INPUTS TO CONTROLLERS FROM EXTERNAL SOURCES IEEE Std 518-1982

RADIATION
INPUT LINES ELECTRICAL OUTPUT LINES
——— s ————-
SYSTEM

POWER FEED
LINES

Figure 25— System Boundaries for Penetration of Electrical Noise

4.2.3.2 Destructive Malfunction

A destructive malfunction causes damage to the system irreversibly, that is, the system continues to malfunction even
after removal of the destructive electrical noise, until the damaged components are replaced. For instance, a reverse
voltage of sufficient magnitude across the base-emitter junction of a transistor can lead to destruction of the device.
Similarly, astill higher voltage across the anode and the cathode of the thyristor would lead to irreversible breakdown
of the device.

4.2.3.3 Nondestructive versus Destructive Malfunction

It may seem that once a system is protected against the nondestructive malfunction, it would also be protected
automatically from the destructive malfunction. This is not always true. The characteristics of the electrical noise
sources for these two types of malfunctions are generaly quite different from one another. Furthermore, the
suppression techniques may be quite different for these two types of electrical noise sources.

Asanillustration, consider a pair of control lines running parallel to apower line. The pair of control lines are twisted
to minimize pickup caused by the 60 Hz magnetic field of the power line. However, high-voltage transients may appear
on the power line caused by power switching during faults or lightning. The induced voltage across the control lines
may be high enough to cause a breakdown. The destructive electrical noise may be attenuated even below the
nondestructive threshold level by elaborate shielding and grounding. However, this will be expensive. Alternatively,
the destructive electrical noise may be attenuated below the destructive level by inexpensive surge suppression
techniques, thereby letting the system temporarily malfunction for the duration of the transient.

As a second illustration, a conducted nondestructive electrical noise may be attenuated by a filter at the input of the
equipment so that no malfunction occurs. The filter size will be larger, and hence the filter more expensive, if it is
specified to make a destructive electrical noise innocuous to the system. The combination of a surge suppressor and a
filter will be optimal in this case.

4.2.4 Electrical Noise Characteristics

Electrical noise can, in general, be divided into two classes. continuous wave and transient.

4.2.4.1 Continuous-Wave Electrical Noise

A continuous-wave electrical noise can further be subdivided into narrowband and broadband.

A narrowband continuous-wave electrical noise is, idealy, a disturbance at a single frequency with zero bandwidth.
The single-frequency disturbance from an oscillator or atransmitter is a narrowband continuous-wave el ectrical noise.
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A broadband continuous-wave electrical noise is a disturbance which contains energy covering a wide frequency
range. A repetitive rectangular pulse is a broadband electrical noise (Fig 26).
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Figure 26— Spectrum of Rectangular Pulse Train

A broadband electrical noise can be mathematically expressed, by Fourier series, as the summation of narrowband

continuous-wave functions whose amplitudes are frequency dependent. For instance, the repetitive rectangular pulse
of Fig 26 can be expressed as

¥
_ETo o 2E_ WTgy
F(t) = —T—+ a ﬁr_)sné 5 gcos(nwt)
n=1
¥
ET,
= —+
T a S(w,n) cos(nwt)
n=1
where
w =2p/T.

The plot of S(w, n) asafunction of frequency f is called the spectrum of the function F(t) in the frequency domain.

4.2.4.2 Transient Electrical Noise

In many cases, electrical transients are the main cause of control system malfunctions, both destructive and
nondestructive. Most transients are broadband and occur at random. Of the four transients shown in Fig 27, the first
three are broadband and the last one is narrowband.

Figure 27(a) illustrates a rectangular pulse which is sometimes used as an approximation of actual transients for the
sake of simplicity in analytical work. Figure 27(b) is a standard transient voltage specified in military specifications
[19]—[21]. The duration of the first loop is 10 rrs. The front time is not specified. Figure 27(c) shows an industry

standard transient voltage [5]. It has afront time of 1.2 ns, atimeto half-value of 50 ns, and is designated a 1.2/50 ns
wave.
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Figure 27— lllustration of Transient Electrical Noise

This wave shape is an approximation of the transient voltage generated by a lightning discharge on a power
transmission line or adistribution line. The basic impulseinsulation level (BIL) of high-voltage apparatusis specified
by this wave shape, the actual magnitude being dependent on the voltage class of the apparatus. Figure 27(d) has been
proposed as the surge withstand capability (SWC) test for solid-state relays[4]. Thisisan oscillatory wave of 1.5 MHz
nominal frequency, with the envelope decaying to 50% of crest value in not less than 6 ns, and a pulse repetition rate
of 50 pulses per second for a period of not less than 2 ns.

Transients can be represented in the frequency domain by Fourier integrals for analytical purposes. For instance,
arectangular pulse can be represented in the frequency domain, asin Fig 28, by

S(w) = géNgsng%Ig

However, electrical transients are almost universally represented in the time domain because they are convenient to
generate and measure in the time domain.
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Figure 28— Spectral Density of Rectangular Pulse
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4.2.5 Criteria of Susceptibility Measurement

It is known that the susceptibility of the most commonly used semiconductor devices (diodes, transistors, thyristors,
integrated circuits) to electrical noise depends largely upon the magnitude of the voltage or current of the impressed
electrical noise and its charge or energy content, or both [26], [27], [29], [37], [55], [71]. On the other hand, the
characteristics of passive electrical circuits are primarily frequency dependent. The susceptibility of an analog control
circuit is a function of the specified accuracy of the circuit, that is, of the deviation or output tolerance of the circuit
without any external electrical noise present. Aslong asthe control circuit output stays within this normal tolerancein
the presence of an electrical noise, the circuit is considered to be not susceptible to the type and level of electrical
noise. It is obvious then that an electrical system containing both the passive resi stance-inductance-capacitance (RLC)
elements and the active devices would have very complex susceptibility to electrical noise.

The rational approach appears to be to characterize system susceptibility in accordance with the characteristics of the
impressed electrical noise, that is, continuous wave and transient.

4.2.5.1 Susceptibility to Continuous-Wave Electrical Noise

The conducted continuous wave susceptibility is generally measured by injecting a voltage of a certain frequency to
the input of the receiver (or system) and determining the voltage level at which the receiver malfunctions [19]—[21].
This procedure is repeated over a specified range of frequencies. This method does not appear to be completely
justified. The susceptibility of many systemsto electrical noise depends upon the interaction between the impedances
of the electrical noise source and the system. The lower the impedance of the system and the higher the impedance of
the source, the lower will be the susceptibility of the system to an external electrical noise. This difference is not
recognized in the present method of determining susceptibility. Thisisillustrated by an example. Let us consider two
identical systems which have a conducted narrowband susceptibility of x V at a specified frequency. Let acapacitor be
connected across one of the systemsto improve its susceptibility. However, according to the present method of testing,
both systems will still have the same susceptibility because the present method requires that equal voltages be
impressed across the terminals of each of the two systems. In actuality, however, alower voltage will appear acrossthe
input terminals of the system that has the capacitor connected across its input terminals for the same source of
electrical noise.

This discrepancy may be corrected to some extent by standardizing both the source (signal generator) impedance and
the system impedance, and reducing the required susceptibility limit in proportion to the actual system impedance.
This procedure has the drawback that the source and system impedances are generally complex, having both active and
reactive parts which are frequency dependent.

An dternate method is to specify the conducted narrowband continuous-wave susceptibility of a system in terms of
volts and volt-amperes as a function of frequency. In other words, at each specified frequency of the electrical noise
source, the susceptibility of the system should be measured in terms of theimpressed voltage across theinput terminals
of the system and the voltamperesinjected by the electrical noise sourceinto the system. The requirements of voltsand
voltamperes do not have to be met simultaneously. To illustrate, let us consider again the example of the two systems,
one having an input capacitor, but which are otherwise identical. To determine the susceptibility of the system with the
input capacitor, the output voltage of the electrical noise source at a specified frequency is gradually increased, while
the voltage across the input of the system as well as the injected voltamperes are monitored. If the input capacitanceis
high enough, then the limit of the input voltamperes is reached. For the second system, depending upon the input
impedance, the required input voltage magnitude may be reached before the limit of the voltampere requirement. In
this way the designer of the system will be free to reduce the system susceptibility either by increasing the threshold
or by decreasing the system impedance, or both. The electrical noise source (signal generator) is aso free from any
constraints, except that it should have the capability to inject the required volts and voltamperes.

4.2.5.2 Susceptibility to Transient Electrical Noise

The susceptibility to transient electrical noise is another matter. The continuous-wave susceptibility cannot cover this
area because of the limited energy contained in transient electrical noise. Moreover, the wave shape of transient
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electrical noise is a significant parameter because the performance of many modem semiconductor devices depends
upon the di/dt and dv/dt of the electrical noise. Therefore it is proposed that the susceptibility to transient electrical
noise be specified by the following parameters:

1) Peak of transient voltage
2) Wave shape of voltage (front time and duration)
3) Energy

Similar to the case of continuous-wave susceptibility, it may not be possible (or necessary) to satisfy all the above three
requirements simultaneously. The susceptibility to transient electrical noise will be governed by the designed threshold
level and impedance level of the system. Many control systems contain semiconductor devices which are sensitive to
di/dt and the dv/dt of the impressed source. Special networks are designed, either internally or externally to these
systems, to minimize the dv/dt effects. Therefore insistence on the specified voltage wave shape across the input
terminals of the system would be either to face an impossible situation or to disregard the merits of the special design
features of the system.

The specifications concerning the transient electrical noise susceptibility of communications/control systems are
relatively new. These are mostly required by military standards [19]—[20]. However, it is believed that these
specifications are not complete. For instance, none of these specifications has any limit on the front time of the
transient electrical noise. Moreoever, the energy of the applied electrical noise is not explicitly specified. These
standards recommend calibration of the transient-voltage generator by connecting a fixed resistor, for example, 5 W
acrossitsterminals. Although thisimplicitly specifiesthe energy-handling capability of the electrical noise source, the
actual energy injected into the system is not known when the fixed resistor isreplaced by the system under test, and the
output voltage of the electrical noise source is readjusted to the specified value. The susceptibility of the system, as
measured by this method, may depend considerably on the internal design of the transient-voltage generator.

A method is proposed which will measure the susceptibility of the system to transient electrical noise without any
regard to the internal design of the transient-voltage generator. It is proposed that the generator be set up to produce the
specified wave shape on open circuit. The generator is then connected to the system. The voltage across the system
terminals as well as the energy injected into the system are simultaneously measured. The peak terminal voltage is
adjusted until either the specified peak voltageisreached or the specified energy isinjected into the system, whichever
occurs first.

Transientsin electrical systemsoccur at random. Two transients are seldom alike, either in wave shape or in amplitude.
However, industry-standard wave shapes are already in existence which can be applied to test the susceptibility of
equipment to transient electrical noise.

Transient voltages may last for microseconds as well as milliseconds. For microsecond transients a standard wave
shape of 1.2/50 nsis as shown in Fig 27(c) [5]. This wave shape in the chopped mode is represented by the vertical
dashed line in Fig 27(c). Chopping denotes a flashover of an insulating path, such as a pair of separating contacts.
Showering arc, as discussed in [67], can be represented by athyratron or athyristor, and the time to chop can be varied
to produce the worst case by logic circuitry.

In [4] adamped oscillatory sine wave has been proposed, as shown in Fig 27(d). It has afrequency range of 1.0—1.5
MHz, the envel ope decaying to 50% of thefirst crest in not less than 6.0 is.

For representing millisecond transients, one half-cycle of the 60 Hz wave can be used. This type of transient-voltage
wave shape has been successfully used to test semiconductor devices.

It isadmitted that the proposed transient-voltage wave shapes win not represent all possible types of transient voltages
which may be generated in the various electrical systems. As basically there are two types of transients, short duration
and long duration, the proposed wave shapes would simulate a broad range of transients. Under special circumstances,
other wave shapes should also be considered.
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4.2.5.3 Overall Susceptibility

The susceptibility of a system will be different for the various means of entry (Fig 25) of the same type of electrical
noise. Thisisnot only due to the characteristics of the active devices, but it is also true because the incoming electrical
noise encounters different impedance networks. The susceptibility of a system also depends upon the mode of
propagation of the electrical noise, namely, common mode or norma mode. The susceptibility to electrical noise can
be categorized as shown in Fig 29.

EMD SUSCEPTIBILITY
|

TEMPORARY DESTRUCTIVE
FAULT FAULT
I
[ | | 1 ] I | !
POWER INPUT OUTPUT RADIATION ETC
FEED LINES LINES (SAME AS FOR TEMPORARY FAULT)
ETC ETC ELECTRIC
(SAME AS FOR POWER FEED) MAGNETIC
CONTINUOUS ELECTROMAGNETIC
| COMMON
MODE
TRANSIENT

CONTINUOUS
|_NORMAL
MODE
TRANSIENT
Figure 29— Classification of Susceptibility to Electrical Noise

4.2.6 Susceptibility of Control Systems

The classification in Fig 29 may appear to be formidable at first glance. However, it can be considerably simplified.
Almost all destructive faults are caused by transient voltages. Therefore the susceptibility criterion of destructive faults
caused by continuous waves may be eliminated.

The withstand capability of a system to common-mode electrical noise is generally much higher than that to normal-
mode electrical noise, and the ratio of the two withstand capabilities can be expressed as a number A, as shown in
Table 2.

Table 2— Transient Susceptibility Requirements (Temporary Fault)

Power Feed Lines Input Lines Output Lines
Normal Common Normal Common Normal Common
Mode Mode Mode Mode Mode Mode

X AX ax Aax bax Abax

V) V) V) V) V) (V)

y A%y ax AZax b%a®x APb2ax

() () () () ) I

a = (highest input signal level)/(system voltage).
b = system voltage gain.

A = (withstand capability to common-mode noise)/(withstand capability to
normal-mode noise).
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Theratio of output signalsto input signalsisthe gain of the system. It islogical to express the ratio of these withstand
capabilities also in terms of the gain b, shown in Table 2. Similarly, the ratio of the withstand capabilities of the input
lines to the power feed can be expressed as equal to the ratio of the highest input signal voltage level to the system
voltage a, shown in Table 2.

Therefore, the only parameter to be specified is the withstand capability of the power feed lines; a, b, and A will be
known from the requirements of the system.

An exampleisshownin Table 2. For a particular system the normal-mode withstand capability of the power feed lines
isspecified asx V for temporary faults. Once thisis specified, the otherswill follow suit as shown in Table 2. Once the
withstand capabilities for temporary faults are thus specified, the corresponding withstand capabilities for destructive
faults can be obtained by multiplying by afactor to be determined by the system requirements.

Once the transient-voltage withstand capabilities are specified the transient-energy withstand capabilities can be
similarly specified, starting with the normal-mode power feed withstand capability. For the transient-energy
capabilities the multiplying factors are squared because energy is proportional to the voltage squared.

The same procedure should be used for both the short-duration and the long-duration transients.

The specifications on the continuous-wave withstand capabilities are similar. However, in this case instead of
specifying a number X, a curve of voltages versus frequency has to be specified. The other steps are similar.

The numbers x and y and the voltage versus frequency curves will he different for different systems. It is recognized
that thisis adifficult task. It will be completed only when the characteristics of electrical noisein various systems can

be estimated, and suppression to a known level can be obtained economically. Much work needs to be done in this
area.

4.2.7 Methods of Measurement [30]
4.2.7.1 Measurement of Transient Susceptibility
Three apparatus are needed for the measurement of transient susceptibility:
1) Transient-voltage generator
2) Apparatus to measure transient voltage
3) Apparatusto measure transient energy
4.2.7.1.1 Generation of Transient Voltage
The schematic of atransient voltage generator for generating the 1.2/50 s voltage wave is shown in Fig 30. The wave

shape is determined by the parameters C4, C,, Ry, and R,. A fairly good estimate of the peak magnitude and the wave
shape of the open-circuit output voltage can be made from the following equations:

Ry s Ci &
peak of output voltage = V,&—=_0&__-_0
1eR, + R2€C, + C 9

where

time to crest= 3R;C,
time to half-value= 0.8R,C,
V; = charging voltage of capacitor Cl.
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Figure 30— 1.2 /50 ns Wav e Tr ansient-Voltage Generator

The transient voltage [Fig 27(d)] is an oscillatory wave having a frequency range of 1.0-1.5 MHz, a voltage range of
2.5-3.0KkV crest of thefirst half-cycle peak, and an envel ope decaying to 50% of the crest value of the first peak in not
less than 6.0 ns from the start of the wave. The source impedance of the surge generator used to produce the test wave

shall be 150 w. Thetest wave isto be applied to atest specimen at a repetition rate of not less than 50 tests per second
for aperiod of not less than 2.0 s [4].

Thetest isadesign test for relaying systems, in particular static relaying systems. The schematic of atypical test wave
generator is shown in Fig 31. For its adaptation as a test voltage to determine the susceptibility levels of the various
control systems, its magnitude has to be modified to suit the specific requirement.
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Figure 31— Oscillatory Wave Transient-Voltage Generator

The schematic of the 8 ms transient-voltage generator is shown in Fig 32. The open-circuit output voltage is given by
the equation

C, . .
—va@& L 6 s lo
Vo = Vigg 1+ng[1 0S¢ Rﬂ}

where V,, is the open-circuit output voltage, V; is the charging voltage of capacitor C1, and C = C; C,/(C + Cy).
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Figure 32— 8 ms Wave Transient-Voltage Generator

4.2.7.1.2 Measurement of Transient Voltages

Transient voltages are generally measured by a cathode-ray oscilloscope which records both the wave shape and the
magnitude of the transient. When the information on wave shape is not required, memory voltmeters may be used to
record the peak magnitude of the transients.

4.2.7.1.3 Measurement of Transient Energy

Thetotal energy during the transient condition is given by

%
E; = (\?(VS+Vt)(iS+it)dt
1

% t % %
= (‘) Vi dt + b Vi dt + (‘) Vi dt+ b Vi dt
[ 4 [ [

Thetransient energy is given by
E; = Er —steady-state energy during transient

= ET—Vsisdt
Lo L Lo
=@ Vdp dt+Q Viig dt+Q Vi, dt
! [ [

where

Vs = steady-state voltage
V; =transient voltage
is = steady-state current
iy = transient current

The difficulty of integrating three separate terms and summing may be considerable. A practical method would be to
measure the total energy during the transient and subtract the steady-state energy from it during the same period of
time. The steady-state energy is easily calculable. Thetotal energy during the transient can be determined by any of the
following methods:
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1) Thetotal voltage (Vs + V) and the total current (ig + i) are simultaneously displayed and photographed on a
dual-beam cathode-ray oscilloscope. The magnitudes of the total voltage and current at various instants are
multiplied, and the resulting instantaneous total voltamperes is plotted against time. The area under the
voltampere versus time curve is measured to calculate the total energy in joules.

2) Theinstantaneous total voltage and current are multiplied by an electronic multiplier, and the instantaneous
total voltamperes is displayed and photographed on the cathode-ray oscilloscope. The area under this curve
will be the total energy.

3) Theinstantaneous total voltage and current are electronically multiplied, integrated with time, and measured
on acalibrated indicating instrument directly in joules.

Although the labor involved in the first method does not become any lighter if the steady-state system isdirect current,
the procedures for the second and third methods become easier for a dc system. For the second method when the
output of the multiplier is fed to the cathode-ray oscilloscope through a blocking capacitor, the steady-state
voltamperes is automatically subtracted from the total voltamperes. Similarly for the third method, if the output of the
multiplier is fed to the integrator through a blocking capacitor, the energy contained in the transient can be read
directly.

The schematic of the susceptibility test is shown in Fig 33. Thisis only applicable when atransient voltage of positive
polarity is applied to the positive bus of the system. To isolate the steady-state dc power from the transient-voltage
generator, a decoupling capacitor is necessary at the output of the transient-voltage generator. The dc power source
needs also to be isolated from the transient-voltage generator. A string of diodes on the positive terminal of the dc
power source can be used for such isolation. To measure the transient energy injected into the equipment under test B,
the voltage across and the current through B is fed into the multiplier F, and the output of Fisin turn fed into an
integrator. The output of the integrator is displayed on the Cathode-ray oscilloscope G.
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T ¢ {0
— e

—
1]
]

Transient-voltage generator
Equipment under test

Coaxial shunt

Voltage probes

Multiplier

Dual-beam cathode-ray oscilloscope

QEUOwE
t

Figure 33— Transient Susceptibility Test, Positive Wave
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An isolating network, consisting of diodes and inductor, is used for the negative-polarity transient voltage (Fig 34).
The test setup is otherwise similar to that for the positive-polarity transient voltage.

TRANSIENT [+

| GENERATOR

/N

]

1
EQUIPMENT
UNDER TEST

—0
Figure 34— Transient Susceptibility Test, Negative Wave

4.2.7.2 Measurement of Continuous-Wave Susceptibility

The measurement of the susceptibility to continuous-wave disturbancesis similar to that of the transient susceptibility,
except that it is required to measure the voltamperes of the disturbance instead of the energy. Figure 35 shows a
schematic of the experimental setup.

NARROWBAND
DISTURBANCE SOURCE

COUPLING
TRANSFORMER
POWER _L pecourLING EQUIPMENT
SOURCE T capaciTOr UNDER TEST

Figure 35— Test for Susceptibility to Narrowband Disturbances

The continuous-wave disturbance source and the coupling transformer are commercially available. The decoupling
capacitor is used to bypass the continuous-wave disturbance from the power source. To measure the voltamperes of the
disturbance, the output of the multiplier, as shown in Fig 33, is connected directly to the cathode-ray oscilloscope
instead of through the integrator.
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4.2.7.3 Measurement of Radiated Susceptibility

The susceptibility of electrical equipment to radiated noise may be even more critical than its conducted susceptibility.
Radiated susceptibility tests are generally performed by placing the test object very near the radiating antenna (at 1 m)
in a shielded measuring room. A true radiation field does not develop at such a short distance within the shield
enclosure. What is measured is the susceptibility to theinduction field, that is, the susceptibility to the electric field and
to the magnetic field.

4.2.7.3.1 Electric-Field Susceptibility Test [19]

The susceptibility to the radiated electric field is generally measured in the frequency range of 14 kHz to 1 GHz. The
following apparatus will be required for this test:

1) Signal (noise) source

2) EMI meter

3) Antennas

4)  Output monitor to check performance of test sample

No point of the field-generating and field-measuring antennas shall be lessthan 1 m from the walls of the enclosure or
obstruction (Fig 36). In the frequency range of 14 kHz to 25 MHz, a41 inch rod antenna (el ectrical length = 0.5 m) and
an appropriate matching network with a square counterpoise shall be used. A biconical antenna is used in the
frequency range of 20 MHz to 200 MHz, and alog-conical antennain the 200 MHz to 1 GHz range. Generally three
frequencies per octave are selected. The output of the signal generator is adjusted so that the generated fields at the test
sample correspond to the applicable limit. The specified field strengths are measured by placing a field-measuring
antenna at the same distance or relative location where the test sample win be placed. Generaly an electric field of 1
V/m is considered adequate for measuring the susceptibility to the radiated electric field. The equipment under test
shall perform within its specified limits when subjected to this 1 V/m electric field.

GROUND TEST LOCALIZED AREA
PLANE OF MAXIMUM
SAMPLE __}-
o SUSCEPTIBILITY

T

tm
FIELD-GENERATING
ANTENNA
/
j¢————— = 1m Z21m i
Tm

FIELD-MEASURING—

ANTENNA
OBSTRUCTION OR Z1m
SHIELDED ENCLOSURE
WALL

Figure 36— Antenna Placement for Radiated Susceptibility Measurements

Where large fields (100 V/m) are required, the conventional antennas cannot be used because they are power limited
and inefficient. In such special cases, parallel-plate lines and their variations are recommended [72].
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4.2.7.3.2 Magnetic-Field Susceptibility Test [19]

The susceptibility to the magnetic field is generally measured in the frequency range of 30 Hz to 30 kHz. The
following apparatus will be required for this test:

1) Signal (noise) source
2) EMI meter
3) Radiating loop

As shown in Fig 37, the radiating loop is capable of producing a magnetic flux density of 5 - 10 T/A at a point
approximately 5 cm from the face of the loop. It is supported on awooden form or similar nonconducting material.

LOOP N =10 TURNS OF No 16
INSULATED COPPER WIRE

L‘——12 cm——.{

¥ !

12 c¢cm . 5cm

0.3cm

LB IS MEASURED HERE
NONCONDUCTING MATERIAL

NOTES (1) B =5 * 10 ° T/A at 5 cm from wire turns.
(2) Loop self-resonant frequency shall be greater than 100 kHz.

Figure 37— Loop Used for Radiating Magnetic Fields

Figure 38 shows the acceptabl e susceptibility limits for magnetic fields as required in [19].
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Figure 38— Limits for Radiated Emission and Susceptibility
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4.3 Wiring Type Classification
4.3.1 Definition

For the purpose of this guide, wiring types are classified by their suppressive, barrier, and compensatory performance.
These parameters describe only the effect on coupling (see 3.4) of a given wiring technique.

4.3.1.1 Suppressive Wiring Techniques

These techniques result in the reduction of electric or magnetic fields in the vicinity of the wires that carry current
without altering the value of the current.

Wires which are candidates for suppressive techniques are generally connected to a noise source. They may couple
noise into a susceptible circuit by induction, for example, twisting or transposing of ac power lines to reduce the
intensity of the magnetic field produced by current in these lines.

4.3.1.2 Barrier Wiring Techniques

These techniques obstruct electric or magnetic fields, excluding or partially excluding the fields from a given circuit.

Barrier techniques are often effective against electromagnetic radiation also (see 3.4.4). In general these techniques
change the coupling coefficients between wires connected to a noise source and those connected to the signal circuit,
for example, the placement of signal lines within steel conduit to isolate them from an existing magnetic field.

4.3.1.3 Compensatory Wiring Techniques

These techniques result in substantially canceling or counteracting the effects of the rates of change of electric or
magnetic fields, without actually obstructing or altering the intensity of the fields. If the signal wires are considered to
be part of the control circuit, these techniques change the susceptibility of the circuit, for example, the twisting of
signal and return wires associated with a susceptible instrument so as to cancel the voltage difference between wires
caused by an existing, varying magnetic field.

4.3.2 Classification

The suppressive, barrier, or compensatory behavior of a given wiring technique depends upon the field responsible for
the noise (el ectric, magnetic), the frequency range, and often upon the nature of the load present on the affected wiring.
Therefore the quantitative evaluation of a given technique must take all such parametersinto account as they relate to
aspecific application. However, aqualitative classification of the various techniquesis possible, showing applicability
and usual performance. Table 3 presents common examples.
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Table 3— Qualitative Wiring
Technique Classification

Electric-Field Decoupling M agnetic-Field Decoupling
Usage Suppressive Barrier Compensatory  Suppressive Barrier Compensatory

Wiring Behavior
Technique Frequency High Low High Low High Low High Low High Low High Low

Common-ground signals Poor  Poor — — Poor Poor Poor Poor — — Poor  Poor
Return in signal cable Poor  Poor — — Poor  Poor  Fair Far — — Fair Fair
Paired conductors Fair Good — — Fair Good Good Good — — Good Good
Twisted pairs Far Good — — Fair Good Good Good — — Good Good
Shielding, braided Good Good Good Good Good Good Fair Poor Fair Poor Good Good
Shielding, copper foil Good Good Good Good Good Good Fair poor Far Poor Good Good
Shielding, Mumetal Good Good Good Good Good Good Good Far Good Good — —
Coaxia cable Good Good — — Good Good Good Good — — Good Good
Conduit, steel Good Good Good Good — — Good Good Good Good — —
Conduit, aluminum Good Good Good Good — — Good Poor Good Poor — —
Cable tray Fair  Fair Fair Far — — Fair Far  Far Far — —

4.3.3 Quantitative Evaluation

In an effort to illustrate the importance of suppressive, barrier, and compensatory wiring techniques, and at the same
time to suggest an approach to an objective relative evaluation of various approaches, a collection of test circuits is
presented. Tests shown are concerned solely with electric and magnetic fields such as may be found in normal
industrial environments, and which are likely to disturb low-energy control circuitry. Electromagnetic interference
(radio interference) has not been considered.

All of the test setups shown (Figs 39-42) provide a reference standard configuration. The evaluation of a specimen
wiring technique is performed by logging response voltage versus frequency for both the standard and the specimen,
then calculating the ratio of the two at various frequencies. This ratio, taken at the poorest test frequency, then
converted to decibels, represents the improvement due to the specimen wiring technique.

R and T should be selected to permit up to 100 V rms (open circuit) driver output and up to 1 A rms (short circuit).
The variable-frequency oscillator should provide a range of 60—1 000 000 Hz.

The oscilloscope should provide differential input at 100 dB common-mode rejection and a 10 - 1078 Vv/div deflection
factor.
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Figure 39— AC Voltage, Current Source and Readout
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Figure 40— Suppression Evaluation Setup

(Set switches as follows: for magnetic suppression
testing, S1to a, S2to a, S3 closed; for electric
suppression testing S1 to b, S2 to a, S3 open.)
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Figure 41— Barrier Evaluation Setup

(Set switches as follows: for magnetic barrier
testing, S1to a, S2to a, S3 closed; for electric
barrier testing, S1to b, S2 to a, S3 open.)
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Figure 42— Compensation Evaluation Setup

(Set switches as follows: for magnetic compensation
testing, S1to a, S2to b, S3 closed; for electric
compensation testing, S1 to b, S2 to b, S3 open.)

The use of oscilloscope external triggering, as shown, is helpful for the identification of spurious noise pickup, but is
not absolutely essential.

In Fig 42 specimen conductor A should be a signal line. Specimen conductor B should be the outer conductor for
coaxial cable or a second signal line for paired cable. Specimen conductor C should be the shield for shielded pair
cable or may be separate wire if no shield exists.

Resistor R typically should be 50 W although for certain applications other values, including a substantial unbalance,
are preferred.
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4.3.4 Nonelectrical Signal Transmission

Other forms of signal transmission than the classical direct-wired method are possible. For instance, the use of optical
“light pipes’ and of acoustic signaling is occasionally observed. Such nonelectrical methods generally are unaffected
by electrical noise and win not be considered further within this guide.

4.3.5 Installation Design Parameters
4.3.5.1 Wire Size

In selecting the wire size for making interconnections between different parts of a control system, the first
consideration must be that the wire meet the current-carrying requirements for that application [10], Tables 310-12 to
310-15, 310-2(b)], [11], [16], [36], [39], [42], [47], [50]. The next considerations are the physical space available
within the termination point and the physical strength necessary to prevent breakage which might occur during
installation or due to an application where there is severe stress on interconnecting cables and wires.

Although these are the primary factors in selecting the wire size, there are others which should be considered to give
the best noise immunity of interconnecting wires and cables.

Minimizing the conductor size will reduce the capacitance between adjacent insulated wires, reducing the electric-
field coupling. Minimizing the wire size will also reduce the distance between conductors in a cable, resulting in a
dight increase in magnetic-field cancellation.

Because the resistance per unit length increases as the wire size is reduced, consideration must be given to the length
of the run so that the conductor resistance and impedance do not become an appreciable part of the circuit resistance
or impedance.

4.3.5.2 Cable Insulation

The type of cableinsulation is selected on the basis of the insulation voltage and the environmental requirements along
with the physical space available and the physical strength requirement previously mentioned. Selecting a minimum
diameter cable which will meet these requirements will result in the conductor centers being closer together, slightly
reducing the magnetic-field coupling between conductors in a cable or raceway.

4.3.5.3 Wire Type

In 4.3.2 the various wiring techniques are compared as to their noise rejection ability. Section 6. recommends their
proper usage. The intent of this section is to identify some of the types.

4.3.5.3.1 Twisted Pairs

A uniform twist of the signal and return wires provides one of the most effective means of reducing electrical noise due
to magnetic-field coupling. Good noise cancellation is provided by 12-16 twists per foot. This is about twice as
effective as twisted wires with a3 inch lay. For critical circuitsit may be desirable to further reduce the electric-field
effects by adding a shield to the twisted pair. Copper or steel braid or copper or aluminum tape are frequently used as
shielding. Cable shields should be insulated from each other and from ground and should be grounded at one end only.

4.3.5.3.2 Coaxial Cable
Coaxial cable consists of aninner and an outer conductor, insulated from each other, with both conductors carrying the

desired signal currents. The outer conductor is usually grounded at the source. This is effective in protecting against
magnetic and electric fields.
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4.3.5.3.3 Triaxial Cable

Triaxial cable is coaxial cable with an additional outer copper braid insulated from the signal-carrying conductors
acting as ashield. The inner conductor is normally used as the signal conductor, the inner shield as the signal return,
and the outer shield as a true shield grounded at one end. Triaxial cable used this way improves the signal-to-noise
ratio over that of standard coaxial cable.

4.3.5.3.4 Quadraxial Cable

Quadraxial cableis used for extremely low-level signalsin noisy environments. The two inner conductors are twisted
balanced wire having a specific impedance. There is an inner insulated braid around this twisted pair and an outer
insulated braid. Theinner braid is normally connected to equipment ground (grounded at one end), and the outer braid
is connected to earth ground. If separate grounds do not exist, both shields are tied to earth ground.

4.4 Shielding

The objective of shielding is to protect a component, circuit, or system against the effects of undesirable external
disturbing sources. The technique of shielding differs, depending upon the characteristics of the external disturbing
source and the mode of transmission of its disturbances, such as low- or high-frequency disturbing sources and
electric, magnetic, or electromagnetic fields. The transmitting field is usually characterized by the ratio of its electric-
field component to its magnetic-field component. If thisratio is 377 W the field is called an electromagnetic field; if
the ratio is higher than 377 W it is called an electric field, and if the ratio is lower than 377 W it is called a magnetic
field.

4.4.1 Shielding against Low-Frequency Fields

4.4.1.1 Electric Fields

For dc and low-frequency fields an electrostatic shield maintains the voltages of components inside it constant with
respect to itself. If the interference source changes the voltage of the shield with respect to a reference (ground), then
the voltages of the shielded components will also tend to change similarly with respect to the reference (ground).
Therefore the voltage of the electrostatic shield should be held constant for effective shielding. In general, the
electrostatic shield is head at ground potential. For higher effectiveness, the conductivity of the electrostatic shield

should be as high as possible. Copper iswidely used as the electrostatic shield. The principle of electrostatic shielding
isillustrated in Fig 43.

(1—shielded object; 2—shield; 3—disturbing external source.)

Figure 43— Electrostatic Shielding
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Assume that conductor 1 is completely surrounded by conductor 2, and that conductor 3 (disturbing source) is brought
near them. If the charge of the ith conductor is g; and the voltage is V;, for the special case whereV 5 = 0, we have

01 =C11 Vi +Ci3V3
Op=CppVy+Co3V3
O3 =C13Vy +C33V3

If g; = 0, then the potential inside the hollow is the same everywhere and is equal to that of the hollow itself, which is
zero (because V, = 0), that is, V, = 0. Then

Ci3V3=0

or

c13=0

because V3 can have any value. Therefore, for the more general case when g is not zero,
w=cnVa

O3=C33 V3

In other words, the potential of each conductor except that of the shield is proportional to its own charge, and is
unaffected by the charge of the other conductors. The potential of the shield must remain invariant for perfect shielding
against external electric fields. In practical cases it is sometimes difficult to completely isolate a conductor from the
others.

Any change in voltage on conductor 3 will induce a change in voltage on conductor 1 [Fig 44(a)]. Conductor 1issaid
to be capacitively coupled to conductor 3. If conductor 2 is brought in the neighborhood of the other two conductors
[Fig 44(b)], then conductor 2 will be capacitively coupled to both conductors 1 and 3. The voltage on conductor 3 (with
respect to ground) will induce a voltage on conductor 2. Conductor 2, in turn, will induce a voltage on conductor 1.
Therefore the effect of the isolated conductor 2 will be to indirectly increase the capacitive coupling between
conductors 1 and 3. However, if conductor 2 is grounded (that is, connected to the reference point of conductor 3),
much of the electric flux from conductor 3 will be shunted away from conductor 1 to conductor 2. In effect, thiswould
decrease the capacitance (and the capacitive coupling) between conductors 1 and 3. In other words, the grounded
conductor 2 would partialy shield conductor 1 from conductor 3. Therefore it is good practice to tie an isolated and
unused conductors to ground.
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Figure 44— Partial Shielding

4.4.1.2 Magnetic Fields

For shielding against dc and low-frequency magnetic interference fields, the magnetic flux is diverted from the
surrounding space to the shielding material. An effective magnetic shield should have low reluctance. Reluctance is
inversely proportional to the permeability and the cross-sectional area of the shield. Therefore for higher effectiveness,
the shield should have high permeability and a large cross-sectional area. Since magnetic material is nonlinear, the
permeability depends upon the magnetic flux density inside the shield wall. Therefore the ambient magnetic flux
density should be known in order to estimate the effectiveness of a given shield.

If the magnetic circuit consists of two parallel paths, one of permeability n»>m, and the other of my, then most of the
magnetic flux will be diverted to the path having permeability m>>m. Thisis the principle of shielding against dc and
low-frequency magnetic fields. When a piece of apparatusis required to be shielded against stray magnetic flux,it is
surrounded by a magnetic material of high permeability. Then most of the stray magnetic flux will be contained inside
the shield. The magnetic flux in the wall of a spherical high-permeability shield can be estimated as[62].

where
B; = magnetic induction in shield, tesla
B, = magneticinduction of ambient, tesla
tos = shield thickness/outer radius
The attenuation of the magnetic field is most conveniently expressed in decibels (dB),

15 g

attenuation = 20log;, 8.0
2

where
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B; = magnetic induction before shield is placed
B, =magnetic induction after shield is placed

For long cylindrical shields the attenuation is approximately given by
. t. _oomt
attenuation = 20 log,, g‘%—g dB if —»75
where
t = wall thickness of shield, m
d = outer diameter of shield, m

m = permeability of shield material relative to that of free space

For a single thin spherical shell,

dB

2t (”}—1)2
d

attenuation = 20log, {1 35"

For two concentric spherical shells separated by nonmagnetic spacers,

attenuation = 20 Ioglo[1+§ m (tgg +ty3) +%’ rr}2t01d12t23} dB

where

th, = t_l = t_3 d., = 92
01 ' 23 ' 12 —
"o 2 1

and
ro =inner radiusof innermost shell, m
ry = outer radius of innermost shell, m
ro =inner radius of outermost shell, m
rs = outer radius of outermost shell, m
tl =TI3-lg

t = thickness of outermost shell, m
d, =thickness of nonmagnetic spacers, m

As mentioned earlier, the permeability of a magnetic material is not constant, but is dependent on the magnetic flux
density (magnetic induction) in the shield material. If the ambient magnetic field is so high that the magnetic shield
becomes saturated for the wall thickness chosen, then the shield will be practically ineffective. In any case, complete
magnetic shielding is not possible. In contrast, in many cases effectively complete electrostatic shielding is possible
and a previous knowledge of the ambient electric field is not required. Therefore electrostatic shielding is more
effective and simpler than magnetic shielding.
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4.4.2 Shielding against High-Frequency fields [60], [69]

A high-frequency electromagnetic wave has, in general, both an electric-field and a magnetic-field component.
Broadly speaking, there are three types of fields, plane-wave field, electric field, and magnetic field.

In aplane-wave field, the directions of the electric field and the magnetic field are perpendicular to each other and also
perpendicular to the direction of the wave propagation. In addition, the magnitude of the electric field is the same at
any point on a plane perpendicular to the direction of propagation. The same is true for the magnetic field. The ratio
between the electric and the magnetic fields is called the wave impedance. For plane wavesit is given by

2, = [Tw

wheremand 1 are the permeability of the permittivity, respectively, of the medium. In free space the wave impedance
of aplane-wave field is approximately 377 W

The electric field is characterized by its large electric-field component compared with its magnetic-field component.
Theelectric field isalso called the high-impedance wave because its wave impedance ishigh. At large distancesr from

the source, whenr >>1 (I being wavelength), the characteristics of the electric field approach those of the plane-wave
field.

The magnetic field is characterized by itslarge magnetic-field component compared with its el ectric-field component.
It is also called the low-impedance wave. Forr >> (1, like the electric wave, the characteristics of the magnetic wave
approach those of the plane wave.

When an el ectromagnetic wave impinges on ashield, a part of the wave is reflected by the shield wall. The amount of
reflection depends upon the mismatch between the intrinsic impedance of the incident wave and the intrinsic
impedance of the shield material. The rest of the wave is transmitted along the shield thickness. The transmitted part
of the electromagnetic field is attenuated (absorbed) as it travels along the shielding material. As a result, the
interference field, as it emerges from the other side of the shield, islower in intensity than the original incident field.
4.4.2.1 Electric Fields

For static and low-frequency electric fields, a conducting surface enclosing the susceptibl e equipment provides perfect
shielding, provided this shield is held at a constant potentia (for example, ground).

There is no perfect shield against high-frequency electric fields. Upon impinging on the shield surface, some part of
the incoming wave is reflected back and the rest travels through the shield, being absorbed (attenuated) by the shield
asit travels along. The shielding effectiveness Sis expressed as
S=A+RdB
where

A = absorption loss

R = reflection loss

NOTE — Thequantity B, the rereflection loss, in [69] is being omitted in this presentation becauseit is usually asmall correction.

The absorption loss can be calculated as follows:
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A = 0.1314 z,[FGm} dB

z  =thicknessof shield, mm

f  =frequency of electric wave, Hz G =
G =g./5.8-10-

gs = conductivity of shield, S/m

me =mydp-107

m, = permeability of shield, H/m

The reflection loss can be calculated as follows:

| 168+10|oglo%2, dB, forr»|

|
R={ )

- e 0o

i "G - dB, for «lI

! *mr’e

|

1354 + 10 10g,4¢
ef"myr

where r isthe distance of the disturbing source, in meter.
A shield of high conductivity is very effective for shielding against electric fields.
4.4.2.2 Magnetic Fields

For high-frequency magnetic fields, shielding is provided by reflection loss at the shield surface and absorption loss
within the shield material. The absorption loss can be calculated from 4.4.2.1. The reflection loss can be calculated as
follows:

1168 + 10 |ogmf§%g dB, forr»|

|
|
R=j
I-
% Gf

20109, 0.138r [Sf+ 0354+ 9% [T 4 forr«l
10 m r

4.4.3 Solution by Universal Curves [56]

In many cases it is convenient to calculate the shielding efficiency with the help of universal curves. Figure 45 shows
the absorption losses (in neper) in aspherical metallic (magnetic or nonmagnetic) shell, where rgistheinner radius, d
is the thickness, m isits relative permesbility, and d is the skin depth. Figures 46 and 47 show the absorption-loss
curves for magnetic and nonmagnetic cylindrical shields. Figure 48 is the nomogram for calculating the skin depth d.
Figures 49 and 50 are the universal curvesfor shielding against pul ses when the shields are nonmagnetic and magnetic,
respectively. The nomogram shown in Fig 49 is based on [73, eq (28)]. The following assumptions are made (Fig 49):

1) The coaxial tubes are made of solid copper, without holes or dotsin the outer tube.

2) Theradius of the outer tube is much larger than its thickness, rq >> d.

3) The rectangular pulse on the outer tube has amplitude I,, and widthT; the maximum current on the inner
conductor is .

If the material is not copper, multiply dby /p, = ,,» Whichis 1.28 for aluminum, 2 for brass, 3.6 for lead, and 6.5 for
stainless steel.
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As an example, calculate the pulse width T that cannot be exceeded if the induced inner current |, should be much
smaller, say, —10 N, than the outer current I,, when the thickness of the copper shield d = 0.1 mm (Fig 49). The answer
is20ns.

In Fig 50 the limit theory of impulse shielding is based on the switching mechanisms (domain wall jumps, Barkhausen
discontinuities) of ferromagnetics. For amathematical derivation see[73].

The double nomogram shown in Fig 50 is designed for 80% Ni-Fe aloy (Supermalloy) having the following
properties:

Bs = 0.75 Wh/m?
r =1.6-108 (wm)?

H. = 1 0.01 Oe (annealed)
¢~ 1 0.4 (work-hardened)

12 [/ /T A

N

A A1 1 ¥ / Pl
7 Q)/ / /] /r A